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Foreword

The intention of the book is all about creating awareness in terms of web application
security and to support the reader with several examples as well as best practices
through the development of secure web applications. Software developers and their
customers often do not realize the importance of these requirements within a con-
tract or at least define them superficially. For this reason the objective of the book
is to develop an annex comprising common threats and countermeasures as well as
necessary adjustments of the software development lifecycle in terms of security to
establish a common basis of security understanding between developers, managers,
customers and other stakeholders. As a result this book is directed to anyone from
developer to decision-maker who wants to get an overview of current web applica-

tion security flaws and corresponding countermeasures.

The book introduces current web application security threats and elaborates coun-
termeasures in order to avoid or at least to reduce the impact of these flaws. In ad-
dition the security software development lifecycle of Microsoft is evaluated in order

to avoid flaws in the first place.

Several critical web application vulnerabilities are identified based on intensive re-
search. They were individually ranked according to the related risks. The top five
risks elaborated are the following:

= Social Engineering

= (Blind) SQL Injection

= Brute Force

= Insecure Direct Object Reference

= Security Misconfiguration



Management summary

This book introduces current web application security threats based on literature
research. Countermeasures are elaborated in order to avoid or at least to reduce
the impact of these flaws. In addition the security software development lifecycle
of Microsoft is evaluated in order to avoid flaws in the first place. The intention of
this book is all about creating awareness in terms of web application security and to
support the reader with several examples as well as best practices through the deve-

lopment of secure web applications.
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1 Introduction

1.1 Problem Statement

“Information is the currency of the new millennium.”
(Crowell 2001)

William P. Crowell, former president and chief executive officer (CEO) of the Cy-
link Corporation, already identified information as the currency of the millennium
in 2001. This fact tightens now nine years later by the increasing popularity of social
networks and other web 2.0 developments where people divulge a large quantity
of private information to the service provider whereof the related business model
depends. On the one hand trust will be the critical success factor in the web 2.0 en-
vironment (McClure 2008, 36). On the other hand attacks against web applications
have expanded and become even worse with the recent trends towards richer web
2.0 applications (Mehta 2008, 26). The focus has moved to application layer vul-
nerabilities because of the increasing security level of operating systems (NSA 2007,
1). Furthermore security weaknesses in web applications are often easy to exploit
and not just feasible for professional hackers. The National Institute of Standards
and Technology (NIST) recorded over 6,600 vulnerabilities with an upward trend
already in 2006 (NSA 2007, 1).

The attackers” motives have changed over time from personal prestige to financial
fraud today. The possible impact on the e-commerce is remarkable according to a
survey conducted in the United States (US) which discovered that over 60 percent
of clients would neglect doing business with a company if their personal data were

at risk due to unsecure web applications (Clusif 2010, 6).

There are numerous reasons for the necessity of web application security. Web appli-
cations offer new and valuable ways to interact with customers but they also expose
organizations to significant risks. 50 percent of all web applications have major vulne-
rabilities according to the SysAdmin, Networking and Security (SANS) Institute and
80 percent of successful attacks against organizations are caused by the exploitation
of these flaws (Mehta 2008, 27). The extent of the problem is hard to measure. The

parties involved are often even unaware when such attacks occur until the financial



